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Abstract

Fitness-tracking platforms, such as Strava and Garmin Connect,
are increasingly popular and are reshaping how people monitor
and share their physical activity. Given the sensitive nature of the
data users share, these platforms implement a series of privacy
features, including controls for profile visibility, activity sharing,
and the specification of sensitive locations. In this paper, we present
the first large-scale study aiming to quantify user adoption of pri-
vacy features on fitness-tracking platforms and to shed light on
the reasoning behind identified trends. We apply a mixed-method.
First, we provide a systematic categorization of the privacy fea-
tures implemented across major fitness-tracking platforms. We
then quantify their adoption, using the Strava and Garmin Connect
platforms as our case studies, by analyzing 197,873 public activ-
ity records, revealing a gap between available controls and actual
adoption. We complement our empirical evaluation by surveying
182 participants, confirming low adoption and identifying barriers.
Our findings highlight limited use of privacy features and provide
insights into the reasons for this trend, including a lack of aware-
ness, perceived low necessity, concerns about functionality, and
difficulties adjusting settings. We also discuss potential strategies
to overcome these challenges.
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« Security and privacy — Human and societal aspects of se-
curity and privacy.
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1 Introduction

The rise of fitness-tracking platforms has transformed how individ-
uals monitor and share their physical activity. Platforms such as
Strava [69] and Garmin Connect [13], offer users powerful tools to
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track workouts, analyze performance, and engage with an active
online community. As of mid 2025, Strava counts more than 150
million users in over 185 countries [58, 67]. While these platforms
provide significant benefits, they also introduce substantial privacy
risks, as they collect and share sensitive user data, including lo-
cation history, heart rate, and sleep patterns. In the literature, a
significant amount of studies have documented vulnerabilities in
fitness-tracking platforms [17, 33, 34, 50, 51, 86, 87], showing that
publicly shared activity data can be exploited to infer sensitive
information such as home addresses and daily routines.

To mitigate these risks, fitness networks have implemented a va-
riety of privacy features, such as profile visibility controls, activity-
sharing settings, and sensitive locations specification (e.g., home,
work). However, despite the available privacy features and the grow-
ing awareness of digital privacy risks, users often fail to utilize the
privacy features available to them. Prior research has examined
users’ awareness of privacy risks [81], understanding of threats [88],
and information-sharing behaviors [63, 80]. To date, however, no
empirical research has examined whether users actually enable the
privacy settings designed to protect them, leaving the real-world
adoption of these features by users undefined. Understanding this
gap between feature availability and actual adoption is essential
for designing more effective privacy mechanisms.

In this paper, we present the first systematic, mixed-methods
evaluation of privacy feature adoption on fitness-tracking platforms.
We combine (i) a large-scale empirical analysis of 197,873 pub-
licly available user records from Strava and Garmin Connect, and
(ii) a user study with 182 participants to understand self-reported
adoption and the reasons for non-use. Our approach captures both
measurable user behaviors and reported perspectives, offering a
comprehensive picture of privacy feature engagement. By combin-
ing empirical measurements with survey insights, we provide both
quantitative adoption rates and qualitative explanations of why
adoption remains limited. To uphold ethical standards, we received
approval from our National Ethics Board for both the analysis of
publicly available data and the conduct of the user study.

Our findings indicate that users of fitness-tracking platforms
largely neglect available privacy protections, leaving personal fit-
ness data exposed. Only 36.42% of users set their profiles to private,
while the majority (63.58%) keep them fully public. Activity-level
controls are even less utilized, with only 2.12% of Strava activities
applying additional restrictions and just 14.52% enabling Endpoint
Privacy Zones (EPZs). Hybrid privacy configurations, where pro-
files are private but activities remain public, account for 25.4% of
users. Complementary insights from the user study confirm this
limited adoption and highlight key barriers: lack of awareness, low
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perceived necessity, concerns about reduced functionality, and dif-
ficulty navigating settings. Together, these results reveal both a
structural and behavioral resistance to adopting available privacy
protections.

This paper makes the following key contributions:

o Systematic categorization of privacy features: We pro-
vide a structured overview of the privacy controls in major
fitness-tracking platforms, identifying similarities and dif-
ferences in their design.

e Empirical case studies: Using Strava and Garmin Connect
as case studies, we analyze 197,873 publicly available user
records to quantify privacy features adoption and measurable
privacy risks. The anonymized dataset we collect can serve
as a reusable foundation for future research.

e User study of privacy behaviors: We complement the em-
pirical analysis with a survey of 182 users, through which we
measure the features that could not be assessed empirically
and identify reasons for non-use for all available privacy
features.

2 Fitness Tracking Platforms

With the widespread availability of wearable devices and sensors,
everyday users can now record their physical activities while exer-
cising. Users can further upload their fitness data to fitness-tracking
platforms that allow them to track their performance, visualize their
progress, and compete with or compare their performance to other
users.

Platforms such as Strava [69], MapMyRun [48], and Garmin
Connect [13] integrate social networking with performance ana-
lytics, transforming how users engage with fitness data. Among
these, Strava and Garmin Connect are the most popular in terms of
user base, with Strava reporting over 150 million registered users
globally [71] and Garmin Connect being widely adopted among
owners of Garmin devices. Considering the total number of devices
sold and typical adoption rates, the platform estimates between
approximately 60 and 105 million active accounts [45, 46].

These platforms collect sensor data from smartphones and wear-
able devices to monitor heart rate, step count, oxygen saturation,
blood pressure, menstrual cycles, and sleep patterns. This informa-
tion is used to generate performance summaries, activity trends,
and detailed workout breakdowns. Unlike traditional social net-
works, these platforms are built around fitness-related interactions,
such as activity sharing, challenges, and leaderboards. Users can
follow friends, like and comment on workouts, and compete for
rankings on defined portions of roads, trails, or paths called seg-
ments, typically ranging from a few hundred meters to several
kilometers. When users upload GPS-tracked activities, the platform
identifies portions of their route that overlap with these segments.
This allows users to compare performance metrics, such as time,
speed, or pace, on specific sections of commonly used routes.

Many platforms allow users to create their own segments from
previously recorded activities. Each segment is defined by a start
point, an endpoint, and a series of intermediate locations, meaning
segments can only be generated from routes that already exist in
the user’s activity history [72]. Platforms often provide interactive
maps where users can explore and search for segments, including
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popular or user-generated routes, to plan training or compete with
others. Leaderboards rank users based on their best performance on
each segment, typically separated by activity type such as running,
cycling, or hiking. Leaderboards usually display details such as
rank, athlete name, date of the activity, and performance metrics
like time, pace, speed, or heart rate. Athlete names often link to
users’ profiles, allowing further exploration of their activity history.

Privacy Violations. While fitness-tracking platforms provide
valuable tools for monitoring physical activity, they also pose sig-
nificant privacy risks. Studies have revealed vulnerabilities that
allow sensitive user data to be exploited.

Zhou et al.[86] evaluated FitLock, a proposed defense for Fitbit,
and found critical flaws, including unencrypted tracker identifiers
that allowed attackers to track users across sessions. More recent
work has focused on location privacy. Meteriz et al.[50, 51] showed
that elevation profiles alone can reveal users’ workout routes, while
Hassan et al.[33] found that 95.1% of Strava users were vulnerable
to location inference despite Endpoint Privacy Zones. Dhondt et
al.[17] further demonstrated that leaked distance metadata could
reconstruct EPZs using regression analysis.

Fitness tracker data can also reveal personal attributes. Zufferey
et al.[87] showed that step count and heart rate data could classify
users by personality traits. Surma et al.[74] demonstrated mem-
bership inference attacks using step counts to infer gender, age,
and education. Similarly, Hernandez-Acosta et al. [34] showed that
smartwatch data from cycling activities could reveal bike type, seat
height, gear selection, and terrain with 92-96% accuracy.

3 Related Work

Prior work in fitness-tracking and wearable platforms has examined
privacy risks, user perceptions, and sharing behaviors. A systematic
review has summarized privacy risks and research trends across a
broad body of wearable studies [63], whereas survey- and interview-
based studies have examined users’ privacy awareness, perceptions,
and sharing behavior, typically using samples of a few hundred par-
ticipants, ranging from approximately 200 to 630 users [80, 81, 88].
In parallel, analyses of publicly shared fitness-tracking data have
demonstrated actual risks such as location exposure, inference of
sensitive routines, and unintended disclosure when data is linked
across platforms [3, 16, 29, 42]. While these studies provide im-
portant evidence about privacy risks and exposure, they do not
examine how often users actively configure available privacy fea-
tures, nor do they assess such behavior at the scale enabled by large
collections of activity data and complementary user studies. Our
work addresses this gap by measuring how often privacy features
are used in practice and by examining why users choose not to
adopt them.

3.1 Privacy Behavior in Fitness-Tracking
Platforms

In the literature, studies on fitness-tracking platforms have primar-
ily examined users’ perceptions of privacy risks rather than their
actual behavior. Velykoivanenko et al. [81] conducted a longitu-
dinal study with 227 participants and found that although users
recognize potential privacy threats, they often underestimate risks
and engage minimally with available privacy settings. While their
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work identifies awareness gaps, it does not measure real-world con-
figuration choices; our study addresses this by quantifying actual
adoption at scale. Theis et al. [80] similarly reported that privacy
policies are rarely read or understood and that users prefer central-
ized, low-effort privacy controls, highlighting the role of usability
barriers. We complement these findings by showing how such bar-
riers manifest in concrete configuration patterns on Strava and
Garmin Connect.

Other work has focused on privacy risks related to data shar-
ing. Niksirat et al. [63] reviewed 236 studies on wearable activity
trackers, emphasizing risks from sensitive inference and third-party
access but noting a lack of empirical research on how users actually
configure privacy protections. Our empirical measurements directly
fill this gap. Zufferey et al. [88] examined Third-Party Application
(TPA) ecosystems and found that users systematically underes-
timate the number of TPAs with access to their data and rarely
revoke permissions, reinforcing concerns about user awareness
and control.

To help explain these behaviors on fitness-tracking platforms,
prior privacy research provides useful context. The privacy paradox
describes gaps between users’ stated privacy concerns and their
actual behavior [40], a pattern that has been observed across many
online platforms and motivates an examination of whether similar
gaps appear in fitness-tracking settings such as Strava and Garmin
Connect. Similarly, the privacy calculus suggests that users weigh
perceived risks against perceived benefits when deciding whether
to share information [18, 66, 85]. In the context of fitness-tracking
platforms, this framework suggests that perceived benefits such
as social interaction, competition, and convenience may outweigh
privacy concerns, potentially leading to limited use of available
privacy controls.

Usability also plays an important role. Prior work shows that
complex interfaces, unclear settings, and non-transparent defaults
can discourage users from adjusting privacy options [14]. Related
studies further indicate that users may be unaware of available
privacy features, have difficulty locating relevant settings, or lack
the knowledge needed to configure them effectively. This aligns
with broader findings that users may value privacy in principle but
lack the ability or motivation to act on those concerns [9].

Together, these bodies of work reveal a disconnect between users’
privacy intentions, their understanding of privacy risks on fitness-
tracking platforms, and their actual engagement with available
privacy tools. Our study advances the field by providing the first
large-scale measurement of actual privacy-setting configurations
on fitness-tracking platforms and by tying observed behavior to
user-reported motivations.

3.2 Data Collection and User Practices in
Wearable and Social Platforms

Wearable devices collect continuous, granular data, including lo-
cation traces, movement patterns, physiological signals, and be-
havioral routines, that can reveal sensitive personal information.
Prior research has shown that such data enables inference of home
locations, daily routines, social relationships, and identities. Mo-
bility traces are highly unique and re-identifiable [16], and home
and work location pairs can reveal identity with high accuracy [29].

CHI *26, April 13-17, 2026, Barcelona, Spain

Krumm et al. [42] further demonstrated that location trajectories
can expose sensitive attributes. These risks motivate our focus on
whether users adopt protective features such as EPZs.

Research on fitness-tracking platforms has highlighted additional
risks arising when activity traces are combined with publicly shared
metadata. Aktypi et al. [3] showed that linking fitness-tracker out-
puts with social network information can reveal home locations and
routines beyond what users intend to disclose. Our analysis builds
on this work by examining whether users meaningfully employ
available protections against such exposures. This highlights the
need for usable and effective privacy controls, which we evaluate
by measuring adoption and by studying users’ reasons for non-use.

Privacy behavior on fitness platforms also aligns with longstand-
ing findings in traditional social networks. Early studies on Face-
book and X (formerly Twitter) showed that users rarely modified
default privacy settings despite expressing concern about exposure
[2, 31, 41]. More recent work indicates that this under-utilization
persists even with more sophisticated interfaces [1, 15]. Our data
shows that similar patterns appear in fitness platforms, with de-
faults strongly shaping behavior. Comparable trends have been
documented on Instagram, X, and LinkedIn [20, 84], where public
sharing remains common. Our empirical measurements examine
whether similar tendencies toward public visibility also appear in
fitness-tracking ecosystems.

By situating our findings within this broader literature, we show
that fitness-tracking platforms reproduce many of the same behav-
ioral challenges observed on social networks: users face significant
privacy risks, value privacy in principle, yet rarely adjust defaults
or engage with available protections. Our contribution is to provide
concrete, at-scale evidence of this dynamic in the fitness-tracking
domain and to identify which features are most affected.

4 Methodology

This study aims to address two key research questions related to
privacy feature adoption in fitness tracking platforms: (Q1) How
many users of fitness tracking platforms use the available privacy
features? To answer this, we first develop a systematic categoriza-
tion of privacy features across major platforms. We then perform a
large-scale empirical analysis of publicly available data from Strava
and Garmin Connect. By systematically analyzing adoption pat-
terns across different categories of privacy controls, we establish
a data-driven understanding of the actual use of these features in
practice. (Q2) What are the reasons behind users’ adoption trends of
privacy features in fitness tracking platforms? While empirical mea-
surements capture adoption rates, they cannot explain why users
choose to engage or neglect these protections. To complement the
quantitative analysis, we therefore conduct a user study in the form
of an online questionnaire. The questionnaire targets individuals
who actively use fitness tracking platforms and asks whether they
adopt the privacy features we identify in our taxonomy (Table 1).
For features not adopted, participants are invited to explain their
reasons, allowing us to capture user perceptions, barriers, and mo-
tivations. The three components that synthesize our methodology,
i.e., the privacy-feature categorization and empirical adoption mea-
surement, and the user study, provide a mixed-methods approach
that not only quantifies adoption at scale but also contextualizes
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the underlying factors shaping users’ decisions about privacy on
fitness-tracking platforms.

Ethical Considerations. This study received approval from our
National Ethics Board for both the collection of publicly available
data and the conduct of the user study. All data collected from Strava
and Garmin Connect were strictly limited to information already
publicly accessible through their public leaderboards and activity
pages, in accordance with the platforms’ terms of service. These
publicly available records display non-private activity information
such as leaderboard rankings, athlete and activity IDs, elapsed times,
distances, pace, segment performance statistics, and, in the case of
Strava, activity-stream data including GPS points, elevation, and
accumulated distance that any logged-in user can view without
special permissions. No private activities, restricted profiles, or data
requiring elevated permissions were accessed. To mitigate any risk
of deanonymization, all athlete identifiers and activity IDs were
immediately pseudonymized using salted hashing and were never
stored in plaintext. No usernames, profile descriptions, photos, or
other personally identifying metadata were collected at any stage.

For the analysis of Reddit and Google Play reviews, we used
only publicly posted comments and discarded all author-related
metadata (e.g., usernames, timestamps, and URLSs) at collection time,
retaining solely the text required for thematic analysis.

All participants in the user study were fully informed about the
purpose and procedures of the research and provided voluntary
consent to participate. The survey was anonymous, collected no
personally identifying information, and all responses were stored
and analyzed only in aggregate form.

4.1 Categorization of Privacy Features

To provide a structured and consistent analysis, we developed a set
of privacy feature categories using a systematic, multi-researcher
approach. First, two researchers independently created user ac-
counts on all six platforms and conducted a hands-on inspection
of every settings menu, privacy configuration page, and account-
management interface. Each researcher documented all privacy-
relevant controls in a structured template capturing the feature
name, menu path, available configuration values, and default set-
tings. Both researchers also used each platform during regular activi-
ties (e.g., uploading workouts, editing profiles, joining challenges) to
surface contextual privacy options that only appear during typical
use. A third researcher then repeated the full inspection to validate
completeness. All discrepancies across researchers were recorded,
discussed, and resolved through consensus. This method follows
similar methodologies used in prior HCI work on manual interface
auditing and multi-coder validation [4, 30, 35, 43, 79]. Second, we
consulted related work on privacy in fitness applications to identify
recurring themes and standard categorizations [33, 38, 50, 51, 63].
This hybrid procedure results in a taxonomy grounded in real-world
platform behavior and supported by prior research.

The taxonomy developed also serves as the foundation for our
empirical analysis. Since no prior work provided a complete, cross-
platform enumeration of privacy features, the manual documen-
tation was necessary to establish the full feature space available
across fitness-tracking platforms. This taxonomy allowed us to iden-
tify which privacy features exist in practice and, crucially, which
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of them could be measured using publicly accessible data. The full
categorization of all features, along with the definition of each cat-
egory, is provided in Section 5. In Section 6, we build directly on
this categorization by assessing, for each feature in the taxonomy,
whether it is directly observable (e.g., profile visibility), indirectly
inferable (e.g., data-management features), or not measurable from
public data (e.g., block/mute features). In this way, the taxonomy
not only characterizes the landscape of privacy controls but also
defines the scope and targets of our empirical data collection and
analysis.

4.2 Empirical study

The primary objective of this study is to evaluate the adoption of
privacy features by users of fitness-tracking platforms. To do so, we
analyse publicly available data from Strava and Garmin Connect,
focusing on how users engage with the privacy settings offered by
these platforms.

We aimed to analyse the two largest categories of fitness-tracking
ecosystems: (i) meta-networks that aggregate data from all major
wearable devices, and (ii) device-based platforms tied to a specific
wearable brand. For the first category, Strava is by far the largest
meta-network, supporting data uploads from virtually all wearable
brands and therefore offering the broadest and most heterogeneous
user base, with over 150 million users worldwide [71]. For the
second category, the largest device-based platform is Fitbit [57].
However, Fitbit does not maintain a public segment or leaderboard
infrastructure, nor does it provide publicly accessible competitive
records, which makes it incompatible with our empirical methodol-
ogy that relies on segment-level public data. We therefore selected
Garmin Connect, the second-largest device-based platform [45],
which supports a public segment and leaderboard ecosystem com-
parable to Strava. By analysing Strava (the dominant meta-network)
and Garmin Connect (the largest device-based platform with acces-
sible segment data), our dataset captures key user groups from both
major ecosystem types, offering a sample that is broadly reflective
of the wider fitness-tracking landscape.

By analyzing publicly available leaderboard and activity data
from these two platforms, we quantify the percentage of users
adopting each privacy feature. Due to the nature of the available
data, not all privacy features can be directly measured: some fea-
tures can be inferred deterministically, others only indirectly, and
some cannot be observed at all.

Data Collection. In this study, we collected only publicly ac-
cessible data, strictly adhering to the terms of service of both Strava
and Garmin Connect, in line with standard practices commonly
followed in similar research [17, 23, 33].

Our dataset includes 197,873 records obtained from public leader-
boards on Strava and Garmin Connect, corresponding to frequently
contested segments worldwide. From Strava, we collected data
from eleven major segments spanning Europe, the USA, Canada,
Australia, Asia, and Africa. From Garmin Connect, we included six
widely used segments, primarily located in the USA and Europe. For
activity privacy analysis, we randomly selected 10% of the activities
from each crawled segment to ensure a geographically diverse and
generalizable sample. This analysis was based on 19,200 individual
activities linked to the Strava leaderboards. This sampling approach
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was necessary due to Strava’s API limitations. Specifically, Strava’s
API restricts authenticated users to a maximum of 375 requests
per day. As a result, the data retrieval process had to be carefully
managed to ensure an efficient sampling while still capturing a
robust and representative set of activities for the privacy analysis.

We used Selenium WebDriver [65] for automating the crawl-
ing process. For each segment, we visited the leaderboard page
using the segment’s unique ID, loaded the data page by page, and
saved it in HTML format, which was then converted into a CSV
file for analysis. The user IDs were pseudonymized by replacing
them with hashed values and salt before storing the data. For each
record in the leaderboard, we retrieved additional details such as
the public activity IDs, activity times, pace, speed, and athlete IDs,
when available, from the crawled leaderboard pages. For each ac-
tivity ID, we first visited the corresponding activity page from
strava.com/activities/ID, to extract the total distance. Addi-
tionally, for each activity, we retrieved the GPS track points, which
included coordinate pairs, elevation, and accumulated distance data.
This information was collected by visiting the activity streams page
at strava.com/activities/ID/streams. We restricted this anal-
ysis to Strava, as Garmin Connect lacks an equivalent to Strava’s
streams endpoint, which provides detailed activity trace data.

To support transparency and reproducibility, the anonymized
dataset used in this study is publicly available at https://bitbucket.
org/srecgrp/fitness-networks-privacy-adoption-public.

4.3 User study

To complement the empirical analysis of publicly available data
and address Q2, we conducted a mixed-methods user study in the
form of an online questionnaire. Whereas the empirical analysis
quantified actual adoption patterns, the survey explored both self-
reported adoption of privacy features and the reasons for non-
adoption.

The development of the questionnaire was directly informed
by the findings of Sections 4.1 and 4.2. The manual documenta-
tion of privacy features provided a complete cross-platform list of
available privacy controls, which we used to construct one survey
item for each feature. This ensured that both features measurable
in the empirical study and those that could not be inferred from
public data were captured uniformly in the survey. In this way, the
survey allowed us to obtain complete adoption information that
complements the partial observability of the empirical dataset. The
analysis of publicly available data also clarified which features are
externally observable and which are not. This distinction guided
our survey design: features that could not be measured in the em-
pirical analysis were included to be captured through self-reported
use, whereas observable features allowed us to compare self-reports
against actual platform behavior.

The questionnaire was implemented in Google Forms and took
approximately 5-10 minutes to complete. It combined closed-form
multiple-choice and checkbox questions with one open-ended item,
enabling the collection of both quantitative and qualitative data.
The survey was fully anonymous, and no personally identifying
information was collected beyond participants’ responses to the
study questions.
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Participants were recruited through SurveySwap [76] and Surv-
eyCircle [75], online platforms that allow researchers to exchange
survey participation, as well as through personal contacts.

The questionnaire consisted of three main parts:

(1) Demographics and usage context: Participants reported their
age group, education level, gender, and which fitness track-
ing platform they use. Additional questions addressed the
type of information they provide to the platform (real, es-
timated, or fake), how often they use these platforms, and
how important privacy is to them when using such apps.

(2) Feature-specific adoption: For each privacy feature listed
in our taxonomy (Table 1), participants indicated whether
they currently use it. If not, they were asked to specify their
reasons for non-adoption by selecting one or more of the
following options: I wasn’t aware of it, I didn’t think it was
necessary, I didn’t know how to change it, It limits the func-
tionalities of the app (e.g., competition features, socializing),
or Other (open text).

(3) General attitudes toward privacy: To capture broader per-
spectives, the survey concluded with an open-ended ques-
tion: What would encourage you to use/adopt more privacy
features in fitness tracking platforms?

Eligibility was restricted to individuals who reported actively
using at least one fitness-tracking platform. We did not further limit
participation to the six platforms analysed in Section 4.1, as these
served as case studies for deriving a general taxonomy of privacy
features rather than an exhaustive list of ecosystems. Survey items
were based on these abstract feature categories (e.g., profile visibil-
ity, location protection), making them applicable across platforms.
Restricting participation only to users of the six case-study plat-
forms would have introduced unnecessary sampling bias without
providing methodological benefits for Q2, which examines privacy-
feature adoption in a platform-agnostic manner. Active use was
assessed through self-report without additional verification, which
is standard practice in online survey research. As an additional
content-based indicator of respondent engagement and platform
familiarity, the survey concluded with a required open-ended item.
Meaningful responses to this item help indicate attentiveness and
genuine experience with fitness-tracking applications, providing
an indirect safeguard for data quality. All participants were in-
formed about the purpose of the study and provided consent prior
to participation. In total, we collected 182 valid responses.

We also note that placing demographic questions at the begin-
ning of a survey can, in some contexts, introduce stereotype-threat
effects [62]. Prior work shows that such effects occur mainly in
surveys involving performance or evaluative tasks, such as math
problems, where providing gender first led women to perform
worse. In contrast, our questionnaire contained no tasks with right
or wrong answers and asked only about participants’ self-reported
use of privacy features. As survey-methodology guidance indicates
that demographic placement has minimal impact for non-sensitive,
non-evaluative questions (e.g., factual self-reports like “How many
gallons of milk did you purchase this week?”) [62], we expect any
stereotype-threat effects in our study to be negligible, though we
acknowledge this as a methodological consideration.
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Survey data were analyzed using Python, with pandas employed
for data handling, matplotlib for visualization, and scikit-learn for
statistical modeling and clustering. We adopted a mixed-methods
approach that combined descriptive statistics, predictive modeling,
unsupervised learning, and qualitative analysis.

First, descriptive statistics were performed to calculate adop-
tion rates for each privacy feature, determine the relative preva-
lence of non-adoption reasons, and examine distributions across
demographic groups. As part of these descriptive analyses, chi-
square tests of independence [49] were conducted to assess whether
privacy importance was associated with the adoption of specific
features. To explore relationships between demographics, privacy
attitudes, and adoption, we applied logistic regression [36] from
predictive modeling to model the likelihood of adopting specific
privacy features.

To identify hidden structures in adoption behavior, we employed
two unsupervised learning techniques: principal component analy-
sis (PCA) for dimensionality reduction [39] and k-means clustering
to group respondents with similar adoption patterns [32]. These
unsupervised methods revealed latent factors and clusters that are
not visible through descriptive statistics alone.

Finally, qualitative data from open-text responses (both “Other”
answers and the concluding open-ended question) were analyzed
using thematic analysis [10]. The coding was conducted by one re-
searcher using an iterative process to ensure consistency, beginning
with open coding to capture recurrent ideas and followed by succes-
sive refinement into higher-level themes. Interim coding decisions
and theme boundaries were discussed with the broader research
team to ensure conceptual clarity and alignment with the study’s
aims. This combination of statistical modeling, unsupervised anal-
ysis, and thematic interpretation enabled both a broad overview
of adoption and non-adoption patterns, and a deeper exploration
of the motivations influencing user behavior in fitness tracking
platforms.

5 Privacy Features in Fitness Tracking
Platforms

The vulnerabilities identified in these platforms show how sensitive
user data, such as location and activity metrics, can be exploited
by adversaries. As a result, the need for robust privacy controls
is crucial in these networks. Building on the categorization pro-
cess introduced in Section 4, we now present the full taxonomy
of privacy features identified across major fitness-tracking appli-
cations. The categorization is based on our systematic inspection
of Strava [68, 70], Garmin Connect [27, 28], MapMyRun [5, 6], Fit-
bit [21, 22], Nike Run Club [54, 55], and Runkeeper [7, 8], and serves
as the foundation for the empirical and survey analyses that follow.

The final categories include: User Profile Controls, Activity Privacy,
Location Protection, Data Management, and Social and Community
Settings. Categories such as User Profile Controls, Activity Privacy
and Social and Community Settings were primarily derived from
our direct interaction with the platforms, as they reflect how users
configure the visibility of their profile and manage interactions with
others. In contrast, categories including Location Protection 33, 38,
50, 63], and Data Management [63] are strongly grounded in prior
work, which emphasizes the risks associated with exposing activity
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data, disclosing location traces, and handling sensitive personal
information.

The rest of this section provides a detailed description of the
identified privacy features.

5.1 User Profile Controls

This category covers features that regulate how a user’s identity
and personal information are exposed, as well as how they interact
with others on the platform. Profile visibility settings allow users to
define the accessibility of their personal details, typically offering
options that range from fully public, to limited to approved con-
nections, to entirely private. Some platforms also provide photo
privacy settings, enabling users to manage who can view images
associated with their profile. Blocking and muting features give
individuals control over unwanted interactions, while Youth pro-
tections apply stricter default settings for underage users, limiting
both data visibility and opportunities for public interaction.

5.2 Activity Privacy

This category includes controls that determine the visibility of
individual or overall user activities. Platforms typically provide
options that range from fully public, to restricted to approved con-
nections, to completely private. In some cases, users can adjust
visibility on a per-activity basis, while others apply global privacy
settings across all activities. Participation in community features
such as leaderboards or challenges is generally limited to publicly
visible activities, with private activities excluded from rankings and
competitive features.

5.3 Location Protection

To address sensitive location privacy, platforms offer Endpoint
Privacy Zones (EPZs), which allow users to hide sensitive parts of
their activity routes, such as those near their home or workplace.
Although users can still share activities with EPZs, the hidden
segments are excluded from performance comparisons.

Users can define EPZs around multiple sensitive locations, with
each location having one zone. Only the activity owner can see
the full route, while others see a masked version where the start
and end near EPZs are hidden. Different platforms implement EPZs
with varying settings. For example, Strava uses circular zones with
radii from 200 to 1,600 meters (in 200-meter steps), while Garmin
Connect offers 100 to 1,000 meters (in 100-meter steps), affecting
how users manage their privacy [19]. Figure 1 illustrates how an
activity appears to its owner when an EPZ is applied (Figure 1a)
and how it is displayed to other users (Figure 1b).

5.4 Data Management

This category encompasses user autonomy over personal infor-
mation. Data Export/Deletion features allow users to download
or permanently erase their data. Third-party Access Management
provides fine-grained control over which external applications may
access health or activity data.

5.5 Social and Community Settings

This category includes features that regulate users’ participation
in social interactions and community activities while preserving
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Table 1: Privacy Features Categorized Across Fitness Platforms

Privacy Feature Category / Feature ‘ Strava [68] ‘ Garmin Connect [28] ‘ MapMyRun [5] ‘ Fitbit [22] ‘ Nike Run Club [54] ‘ Runkeeper [8]
User Profile Controls

Profile Visibility v v v v v v

Blocking/Muting Users v v v - v -

Youth Protections v - - - - -
Activity Privacy

Activity Visibility \ v \ v v \ - v \ v
Location Protection

Start/End Point Obfuscation (EPZ) v v v - - v

Route Visibility Restrictions v v v - - v
Data Management

Data Export/Deletion v v v v v v

Third-party Access Management v v v v v v
Social and Community Settings

Hybrid Privacy Mode v v v - v v

Challenge Participation Controls v - - - - -

privacy. We define hybrid privacy mode as a combination of pri-
vacy features in which users maintain a restricted or limited profile,
while making some or all of their activities public. This allows
users to compete in challenges, appear on segment leaderboards,
or participate in community events without fully exposing their
personal profile information. By enabling this combination of set-
tings, hybrid privacy mode provides flexibility for balancing social
engagement with personal privacy.

Some platforms, such as Strava, explicitly allow users to hide ac-
tivities from public leaderboards during challenges, enabling private
participation while still engaging competitively. Other platforms,
including Garmin Connect, Nike Run Club, MapMyRun, RunKeeper,
and Fitbit, provide activity privacy controls, but do not offer a dedi-
cated option to participate in challenges or leaderboards privately.
Table 1 summarizes which platforms support each of these privacy
features.

6 Empirical Study Results

In this section, we analyze the adoption and usability of the privacy
features identified in Section 5. For our empirical measurements,
we use the Strava and Garmin Connect platforms as case studies.
However, following the categorization in Table 1 that reflects a
broader set of features found across multiple fitness platforms,
including MapMyRun, Fitbit, Runkeeper and Nike Run Club, our
methods and findings can be applied to other fitness platforms
as well, offering broader insight into privacy practices across the
ecosystem.

We categorize the identified features based on their availability
for analysis into three groups: (i) Directly Measurable, which refers
to features whose usage can be directly observed from public data;
(ii) Implicitly Measurable, where the adoption of the feature can
be inferred indirectly through probabilistic methods or inferences;
and (iii) Not Measurable, which includes features for which no data
is available for direct or inferred measurement due to platform
restrictions or lack of observable indicators. Table 2 presents the
category in which each feature belongs. Features such as Block-
ing/Muting and Youth Protections are classified as Not Measurable

because these actions occur privately between users and are not
exposed by the platforms for external analysis.

To ensure accuracy and reliability, we limit our evaluation to
features that can be directly or indirectly measured using publicly
available data from Strava and Garmin Connect, except for loca-
tion privacy, which we evaluate only on Strava, due to platform
limitations we mention in Section 4.2. Thus, we provide a clear
picture of which privacy features Strava and Garmin Connect users
actually use. Furthermore, this is the first study to systematically
examine the real-world use of privacy controls on fitness-tracking
platforms at scale. By analyzing patterns of feature adoption, we
reveal previously unexplored trends and potential privacy risks
resulting from how users engage, or fail to engage, with available
protections.

6.1 Profile Visibility

In this section, we examine how many users in our dataset em-
ployed profile-level privacy controls, including settings that restrict
the visibility of profile photos. In these platforms, profile photo vis-
ibility is inherently coupled with overall profile visibility, as private
profiles limit photo access to followers by default.

Table 4 presents the percentage of private accounts in public
leaderboards, while Figure 2 illustrates the percentage of private
profiles per segment. The percentage of private accounts varies
across different regions. Europe has the highest percentage of pri-
vate accounts at 39.6%, followed closely by the USA at 38% and Japan
at 37.8%. South Africa reports a moderate percentage of 29.5%, while
Canada and Australia show lower values at 28.3% and 26.5%, respec-
tively. Overall, the percentage of private accounts for all regions
ranges from 26% to 39.6%. To better understand the trend across all
segments geographically and ensure a more accurate comparison,
we calculate the average percentage of private accounts. The aver-
age private account percentage across all segments is 36.4%. This
suggests that since most segments have private account percentages
in the mid-to-low thirties, the total usage of this privacy feature is
not very high, as it does not even rise to 50% across most segments.
In fact, the relatively low percentages indicate that a significant
proportion of users are either not using this feature or prefer to
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Table 2: Classification of privacy features based on their measurability

Privacy Feature Category / Feature ‘ Directly Measurable ‘ Implicitly Measurable ‘ Not Measurable

User Profile Controls

Profile Visibility v

Blocking/Muting Users

Youth Protections

Activity Privacy

Activity Visibility \ v

Location Protection

Start/End Point Obfuscation (EPZ) v

Route Visibility Restrictions

Data Management

Data Export/Deletion

Third-party Access Management

Social and Community Settings

Hybrid Privacy Mode v

Challenge Participation Controls

v

Table 3: Summary of Privacy Feature Usage Across Categories

Category / Feature ‘ Adoption Percentage
User Profile Controls

Profile Visibility ‘ 36.42%
Activity Privacy

Activities Utilizing Extra Feature (Activity Hiding) ‘ 2.12%
Location Protection

Start/End Point Obfuscation (EPZ) Usage ‘ 14.52%
Social and Community Settings

Hybrid Privacy Mode Usage ‘ 25.40%

Table 4: Total number of activity records and percentage of
private accounts

Segments’ area | Total Number of Records | Percentage of Private Accounts
USA 39,495 38%
Australia 22,329 26.5%
Europe 59,910 39.6%
South Africa 9,864 29.5%
Canada 34,100 28.3%
Japan 23,024 37.8%

keep their accounts public. The fact that no Strava segment reaches
even a 50% usage rate suggests that privacy concerns may not be a
top priority for the majority of users across these regions. However,
Garmin Connect’s segments show a different trend, with many of
them either very close to or exceeding 50% usage, indicating that
privacy settings are more widely adopted among Garmin users.

6.2 Activity privacy

Only activities set to public appear in public segment leaderboards.
While 197,873 such activities were collected from 17 segments
across two fitness platforms, this dataset reflects only publicly vis-
ible activities. Users are not required to make all their activities
public to participate in leaderboards; visibility can be configured
on a per-activity basis. As such, the appearance of an activity in a
leaderboard does not indicate a user’s overall privacy preferences

or default settings. Our findings, are based solely on this publicly
available subset.

However, Strava offers users the ability to selectively hide spe-
cific components of their activities, such as the map, heart rate and
elevation data, providing more granular control over the visibility
of their activity details. In contrast, Garmin Connect does not offer
this level of customization, as users can only limit the visibility
of the entire activity. Given this difference, we will measure the
usability of this feature across the 192,803 activities from Strava.

From the total of 192,803 records, we randomly selected 10% of
the activities from each segment to ensure that the sample was
geographically diverse and could be generalized to represent the
broader activity trends across the different regions. This approach
led to a final sample of 19,200 individual activities linked to the
Strava leaderboards, providing a balanced representation from each
segment. The random sampling process was essential for ensuring
that our analysis covered a wide range of activities across the world,
despite the limitations imposed by Strava’s API.

Table 3 presents the results of the activity privacy analysis. We
observe that, out of the total 19,200 individual activities, only 465
utilize the additional feature to hide certain parts of the activity,
resulting in a usage rate of 2.12%. This low usage rate indicates
that the feature is either not widely adopted or that users do not
perceive a strong need to obscure specific parts of their activities.
It could also suggest that users are not fully aware of the feature’s
existence, limiting their ability to use it.

6.3 Hybrid privacy mode

To measure the adoption of the hybrid privacy mode in fitness-
tracking platforms, we calculate the number of users who have
set their profile to private while still participating in public leader-
boards. Since our data is collected from public leaderboards on both
Strava and Garmin Connect, we use the athlete IDs provided there
to visit each user’s profile. This step is required because the privacy
setting is not visible in the leaderboard itself and can only be deter-
mined from the user’s profile page. We then classify each account
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Figure 1: Comparison of EPZ visibility for owner and other
users [73].

accordingly and compute the percentage of private accounts for
every segment’s leaderboard.

Table 3 presents the results of the hybrid privacy mode usage
analysis. Out of a total of 197,873 activities, 50,262 activities were
conducted with the hybrid mode. This indicates that while 25.4%
of users choose to set their profiles to private, they still make their
activities publicly available, to maintain participation in public
leaderboards.
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Figure 2: The figure above shows the percentage of private ac-
counts in each publicly available leaderboard for both Strava
and Garmin Connect segments.

6.4 Location Privacy - EPZ

Endpoint-Privacy Zones (EPZs), allow users to obscure only the
start and/or end of their route, as described in Section 2. Dhondt
et al. [17] demonstrate that EPZ implementations are still vulner-
able to inference attacks, by exploiting distance information in
activity metadata. In their paper, they also presented methods for
identifying activities that use the EPZ functionality.

We apply the detection method presented in [17] to measure the
adoption of EPZs in fitness tracking platforms. To achieve this, we
must collect both the total distance of each activity in our dataset
and its corresponding stream. A stream in Strava is a dataset that
provides detailed, sequential data points for various attributes of an
activity. Essentially, it is a time-series dataset that records various
attributes of an activity, such as GPS coordinates (latitude and
longitude), elevation, speed, and other metrics at regular intervals.
This data is primarily used to generate the activity map on the
Strava platform, allowing users to visualize their routes in detail.
Each recorded point in the stream contributes to reconstructing
the path taken during the activity, enabling accurate distance and
elevation calculations. Moreover, Strava stream data is formatted
as JSON.

Each set in the JSON file, such as “surface”, “moving”, and “dis-
tance”, contains the corresponding data points recorded at regular
intervals throughout the activity. The only dataset of interest in
our work is “distance”. The distance set in the file represents the
cumulative distance covered during an activity, measured in meters.
Each value corresponds to a recorded point in the activity stream,
showing the total distance covered from the starting point up to
that specific moment.

As acknowledged in [17], while points inside the EPZ are hidden,
the total distance of the activity and the accumulated distance for
the visible segments remain unchanged. This difference results in
a mismatch between the accumulated distance points in stream
files and the total distance displayed on the activity page. More
specifically, activities that use EPZ have a first distance point that is
not 0.0 meters in the stream file, and the last distance point is smaller
than the total activity distance. Figure 3a shows the starting distance
of an activity and Figure 3b shows its last distance point, while
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the total distance of the activity is represented in Figure 3c. The
activity starts at 390.5 meters and ends at 34,299.1 meters. However,
the total distance of the activity is 34.68 km, which equals to 34,680
meters. This difference in total distance, along with the fact that
the activity starts at 390.5 meters instead of 0.0, indicates that the
owner of the activity has utilized an EPZ. To quantify EPZ adoption,

w distance:

(a) Starting point of an activity when EPZ is
enabled.

3427@.3
34275
34279.

34284

34289.2

(b) Ending point of an activity when EPZ is
enabled.

Thursday,July 9, 2015 - Quoens, Now York

Evening Ride 3468 km :!'2“05 4 ]T7?'m

(c) Total distance of the activity from the ac-
tivity’s page.

Figure 3: Representation of the mismatch between the dis-
tance points when activities fall into EPZs.

we retrieved each activity’s total distance from its activity page and
collected the corresponding JSON from the streams page. Table 3
records the results of our analysis. Out of 19,200 total activities
analyzed, 9,552 utilized EPZs, representing 14.52% of all activities.

6.5 Challenge Participation

Strava challenges let athletes set goals, track progress, and com-
pete with others. While all participants can earn badges and re-
wards, only activities set to public appear in the public leaderboard.
Strava’s privacy settings allow users to hide their activities from the
leaderboard, meaning not all participants are visible. To measure
how many users adopt these privacy settings, we analyzed 10 active
public challenges, comparing the total number of participants to
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those appearing in the leaderboard. In every case, the leaderboard
had fewer athletes than the total participants.

This means participants missing from the leaderboard either
did not complete a qualifying activity or used privacy settings
to keep their activities private. While we cannot tell why each
individual is absent, we can say that the athletes in the leaderboard
did not use privacy settings for challenge participation. Comparing
the leaderboard size to the total participants gives us a minimum
estimate of how many athletes chose not to make their activities
private.

Table 5 presents the analyzed Strava challenges, along with their
total number of participants and the number of leaderboard partici-
pants. The last column shows the calculated percentage of public
activities based on leaderboard participation. Next, we calculate the
average percentage of public activities across all challenges. The
average percentage of public activities in Strava challenges is 63.4%.
After calculating the average, we cannot definitively determine how
many participants used the privacy feature. However, based on the
data, we can conclude that 63.4% of the total participants across all
challenges (3,997,960 participants) did not use the feature (i.e., their
activities were publicly visible). In the best-case scenario, where all
participants who did not appear on the leaderboard used a privacy
feature for activity visibility in the challenge (without considering
participants who did not complete the challenge or reach the goals),
the adoption rate for privacy features would be at most 36%.

6.6 Data Management

6.6.1 Methodology. To analyze data-management feature adoption
in fitness tracking platforms, we employed an NLP-based approach
consistent with prior work on privacy discussions in online ecosys-
tems [53, 77, 78]. We collected Reddit discussions using the PRAW
API [61] between March and April 2024. Posts and comments were
retrieved from subreddits such as r/fitness, r/Strava, r/Garmin,
r/Fitbit, and r/MapMyRun using the single keyword “permissions”
to identify relevant threads. In parallel, we extracted publicly avail-
able Google Play Store reviews for major fitness-tracking applica-
tions, including Strava, Garmin Connect, Fitbit, Runkeeper, and
Nike Run Club.

Text data were pre-processed by removing stop words, punc-
tuation, and non-textual characters. After retrieval, we identified
permission-related mentions using the set of regular-expression
patterns implemented in our analysis script, which capture phrases
involving the granting or allowing of access (e.g., patterns match-
ing combinations of allow, grant, consent with granted permission,
allow access, I agreed to, or shared data). We then applied thematic
analysis [10] to group these mentions into recurring themes related
to data access and third-party sharing, supplemented by word-
frequency analysis to highlight dominant terms in user discourse.

6.6.2 Results. A total of 1,066 Reddit posts and app reviews were
analyzed. Of these, 67.35% of user comments explicitly mentioned
granting permission or allowing data-sharing with third parties.
The most frequently used words in permission-related discussions
included “permission” (405 occurrences), “data” (389 occurrences),
and “access” (91 occurrences). Many users expressed concerns over
the extent of data access required by fitness applications, often
questioning the necessity of certain permissions. There was also
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Table 5: Percentage of publicly visible activities in Strava challenges.

Challenge Total participants | No. of Leaderboard participants | % of Public Activities

February Run 300K 311,256 235,136 75.54%
February Cycling Elevation 269,584 202,187 75%

February Gran Fondo 344,342 93,576 27.2%
February Ride 800K 273,495 210,827 77.1%
February Walk 50K 510,094 293,684 57.6%
February Snowsport 152,531 42,286 27.8%
February 400-minute 1,216,208 959,297 78.9%
February Ride 200K 517,847 382,203 73.8%
February 5K 1,314,972 834,047 63.4%
February Elevation 482,188 364,010 75.5%

a notable pattern of users discussing third-party integration and
how data-sharing policies affected their trust in fitness tracking
platforms.

While these findings indicate that a significant portion of users
acknowledge and grant permissions, they do not confirm whether
users actively change the default settings or simply accept the
permissions as presented by the app. It is important to note that
this measurement is implicit, meaning it relies on user discussions
rather than direct behavioral data. As a result, it is a probabilistic
estimation rather than a definitive measure of user engagement
with data management settings.

The findings from our analysis of app reviews and Reddit posts,
where 67.35% of users explicitly mentioned granting permission or
allowing data-sharing, align with the results of Zufferey et al. [88],
who found that 70% of fitness tracker users shared their data with
at least one third-party application. This consistency suggests that
both user discussions and survey-based approaches yield similar
insights into user behaviors regarding data-sharing permissions.

7 User Study Results

To complement our empirical analysis, we conducted a user study
to understand perspectives on privacy features in fitness platforms.
Our goal was to verify adoption levels and, most importantly, un-
cover why many users do not adopt these protections. This sec-
tion introduces our participants, reports adoption rates, examines
reasons for non-use, presents statistical and clustering analyses
that contextualize these behaviors, and concludes with factors that
might encourage adoption.

7.1 Participant Overview

The survey was open to any individual using fitness tracking plat-
forms, and participation was based on a random sample of users
willing to respond to the questionnaire. A total of 182 participants
completed the survey, and their demographic and background char-
acteristics are summarized in Table 6.

Our sample size, n = 182 provides sufficient statistical power
for the analyses employed in this study. For y? tests and logistic-
regression models predicting privacy-feature adoption, conven-
tional guidelines on events-per-variable (EPV) recommend roughly
5-10 outcome events per predictor variable to yield stable estimates

Table 6: Participant demographics and usage characteristics
(n = 182).

Category Group Percentage (%)
Female 62.2
Gender Male 34.4
Prefer not to say 3.3
18-24 34.8
25-34 38.8
Age group 35-44 18.0
45-54 6.7
55+ 1.7
Primary school 1.1
Education Secondary school 7.9
Bachelor’s degree 38.4
Master’s degree 435
Doctorate/professional degree 9.0
I\iot ﬁ]{lportant 6.7
: : Slightly important 20.2
Privacy importance Ne%x tra)ll P 174
Important 23.0
Very important 32.6
Daily 28.1
Frequency of use Several times a week 38.8
Weekly 13.5
Less than weekly 19.7
. . Actual personal information 76.7
Type of information shared | Estimation of real information 17.6
Fake information 5.7
Strava 36.4
armin Connect .
Platform usage Nike Run Club 14.8
Apple Fitness 9.1
Samsung Health 23
Runkeeper 1.7

and avoid overfitting [60, 83]. Given our observed outcome frequen-
cies and the limited number of predictors, our study meets these
EPV thresholds. Moreover, classical power-analysis frameworks
for social and behavioural research suggest that a sample of this
size is adequate to detect medium to large effects at conventional
significance levels [12]. Also, similar sample sizes have been used
in prior work employing logistic and chi-square analyses to model
privacy-related behaviours. For instance, ordered logistic regres-
sion has been applied with samples of around 178 participants to
study privacy and security-setting use [24], and multinomial logis-
tic regression has been used with approximately 150 fitness-tracker
users to examine trust and adoption patterns [52]. Likewise, chi-
square tests have been used with samples near 180 participants
to analyse privacy-related choices and functional differences [44].
Together, these studies demonstrate that logistic- and chi-square-
based analyses in privacy and wearable-technology contexts are
commonly conducted with sample sizes comparable to our n = 182.
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Beyond these statistical considerations, our sample size is also
well aligned with empirical norms in fitness-tracking and wearable-
privacy research. Prior studies in this space report comparable
sample sizes, including Gabriele and Chiasson’s survey examining
users’ privacy attitudes and behaviours in fitness-tracking platforms
(212 participants) [26], Vitak et al’s study of privacy attitudes and
data valuation among fitness-tracker users (361 participants) [82],
and Cho et al’s analysis of privacy-related disclosure and continu-
ance decisions in wearable-device use (248 participants) [11]. Even
foundational qualitative work in this domain, such as Fritz et al’s
investigation of long-term behaviour and engagement with activity-
tracking devices, relies on smaller but deeply contextual samples
(30 participants) [25]. Collectively, these examples show that our
sample of 182 participants fits well within the established range of
empirical studies examining privacy, behaviour, and user practices
in fitness-tracking contexts.

The sample was composed of a majority of female respondents
(62.2%), with male participants accounting for 34.4% and 3.3% pre-
ferring not to disclose their gender. In terms of age distribution, the
largest groups were 25-34 years (38.8%) and 18-24 years (34.8%).
Participants aged 35-44 years represented 18%, while 45-54 years
and 55 years or older were less represented (6.7% and 1.7%, respec-
tively). The education profile of respondents was skewed towards
higher education. Over two-thirds held a university degree, with
43.5% reporting a Master’s degree and 38.4% a Bachelor’s degree.
In addition, 9.0% held a doctorate or professional degree (e.g., PhD,
MD, JD). Only 7.9% reported secondary school as their highest
qualification, and a small minority (1.1%) indicated primary school
education.

Participants were also asked about the importance of privacy
when using fitness tracking applications, with response options
ranging from Not important, Slightly important, Neutral, Important,
to Very important. The distribution showed that most respondents
considered privacy to be highly relevant, with 32.6% rating it as
very important and 23% as important. A further 20.2% selected
slightly important, 17.4% were neutral, and 6.7% regarded privacy
as not important.

In addition to demographics and privacy perceptions, the survey
examined platform usage, activity frequency, and data-sharing prac-
tices. The distribution of platform usage is illustrated in Figure 4.
The most commonly used platform was Strava (36.4%), followed by
Fitbit (30.7%), Garmin Connect (20.0%), Nike Run Club (14.8%), and
Apple Fitness (9.1%). Less frequently mentioned platforms included
Samsung Health (2.3%) and Runkeeper (1.7%). These findings from
our user study further validate our selection of Strava and Garmin
Connect as case study platforms. In terms of frequency of engage-
ment, 28.1% of participants reported using fitness platforms daily,
38.8% several times a week, 13.5% weekly, and 19.7% less than once
per week. When asked about the type of information shared on
these platforms, the majority (76.7%) reported sharing actual per-
sonal information. A smaller portion (17.6%) provided estimations
of their real data (e.g., approximate rather than exact details), while
only 5.7% admitted to supplying entirely false information.

Overall, the sample reflects a young, highly educated group of
fitness tracking users, with the majority emphasizing the impor-
tance of privacy, engaging regularly with multiple platforms, and
typically sharing authentic personal information.
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Figure 4: Distribution of platform usage. The figure shows
how many survey participants reported using each fitness
platform.

7.2 Adoption of privacy features

Figure 5a presents the adoption rates of the privacy features among
survey participants. Overall, uptake was limited but non-negligible,
with adoption concentrated in a handful of core controls. The most
widely used features were profile visibility (39.6%), third-party ac-
cess management (39.6%), and activity visibility (37.4%). Location
protection mechanisms such as EPZs and route restrictions were re-
ported by 35.7%, while data export and deletion tools were adopted
by 28.6%. More specialized or situational controls saw lower up-
take: challenge participation controls (25.8%), block/mute controls
(22.0%), and hybrid privacy mode (22.5%). Youth protections were
the least adopted at just 12.3%.

Figure 5b contrasts awareness with actual use. For every feature,
awareness outstripped adoption, though the gap varied by cate-
gory. The smallest discrepancies appeared for profile and activity
visibility, where many respondents both knew about and used the
controls. Larger gaps were evident for data export and delete man-
agement, block/mute controls, and third-party access, where users
were aware of the settings but far fewer acted on them.

Figure 6 focuses specifically on users who rated privacy as im-
portant or very important, highlighting the adoption gap among
those who were aware of each feature. The results indicate that
awareness alone does not guarantee adoption, with sizeable gaps
persisting for nearly all features. The most pronounced discrepan-
cies were observed for youth protections (53.8%), data export and
deletion (48.3%), and block/mute controls (48.1%), suggesting that
even motivated users struggle to act on these settings. By contrast,
visibility controls (profile and activity) showed smaller but still no-
table gaps of around 25-32%, while location protection (18.2%) and
hybrid privacy mode (13.3%) had the lowest gaps. These findings
underscore that the challenge is not simply a lack of awareness,
but also barriers to translating awareness into consistent usage,
particularly for complex or more specialized features.
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usage.

Figure 5: Adoption rates and the relationship between aware-
ness and usage of privacy features in fitness-tracking plat-
forms. The layout has been adjusted to improve readability
by placing the plots vertically, increasing available space for
labels and simplifying visual presentation.

7.3 Reasons for Non-Adoption

Participants who reported not using privacy features were asked
to indicate their main reasons. The questionnaire provided four
predefined options (I wasn’t aware of it, I did not think it was neces-
sary, It limits the functionalities of the app (e.g., competition features,
socializing), and I did not know how to change it). In addition, an
open-ended “Other” option allowed participants to provide free-text
responses. We conducted a thematic analysis [10] of these answers,
which resulted in two further categories: I do not interact with other
users and I do not care.

The distribution of all reported reasons is shown in Figure 7.
The analysis of the reasons that affect users’ decisions not to adopt
privacy features is a collective assessment of all features. Crucial
factors, such as lack of awareness and the perceived importance of
privacy, can influence overall feature adoption, particularly for more
specialized features. For example, if a user is unaware of a basic
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feature like profile visibility, they are also unlikely to adopt more
specialized features such as hybrid privacy mode. The most frequent
barrier was lack of awareness, reported 754 times across unused
features. The second most common reason was I did not think it was
necessary (367 mentions). Fewer responses indicated functionality
concerns (129 mentions) or I did not know how to change the settings
(87 mentions). Thematic analysis of the open-text responses [10]
identified two additional categories: I do not interact with other users
(14 mentions; for example, “I don’t interact with anyone in the app”
and “Don’t interact with others”) and I do not care (1 mention; “I
don’t care”). Because these counts are aggregated across all features,
the frequencies exceed the total number of respondents.

Overall, the results suggest that non-adoption was dominated
by lack of awareness and the perception that privacy controls were
not necessary, while fewer mentions related to functionality con-
cerns, difficulties in changing settings, or the perception that privacy
controls were irrelevant because participants do not interact with
other users or do not care about privacy.

7.4 Statistical Associations

Logistic Regression Analysis. We used logistic regression to ex-
amine predictors of adoption for each privacy feature, modeling the
binary adoption outcome (e.g., profile visibility, activity visibility,
challenge controls) as the dependent variable. Predictors included
demographic factors (gender, age group, education), platform usage
flags (Strava, Garmin, Fitbit, Apple Fitness), and survey responses
on privacy importance, frequency of use, and information sharing.

Results indicate that platform usage was the most consistent pre-
dictor. Strava and Garmin Connect users were more likely to adopt
features such as profile and activity visibility, whereas Apple Fit-
ness usage was often associated with lower adoption. Demographic
and attitudinal factors also contributed. For example, education
and gender influenced activity visibility, and information-sharing
preferences and age group affected adoption of data export-delete
and youth protections. Model accuracies ranged from 0.60 (e.g.,
activity visibility, third-party access management) to 0.85 (youth
protections), where higher accuracy suggests stronger and more
systematic predictors of adoption, and lower accuracy indicates
that adoption may depend on factors not captured in our model.

The full regression results, including top predictors and their
directions of association, are visualized in Figure 13 in Appendix A.

Adoption by Privacy Importance and Chi-Square Analysis.
Figure 8 shows that participants who consider privacy more im-
portant tend to enable a greater number of privacy features overall.
This reflects a general increase in total feature usage with rising pri-
vacy concern. However, these overall trends do not indicate which
specific features are more or less widely adopted in absolute terms
(as shown in Figure 5a). To examine whether privacy importance
is specifically associated with the likelihood of adopting individual
features, we conducted chi-square tests of independence.

In these tests, y? measures the deviation between observed and
expected adoption across privacy-importance groups, while p in-
dicates the probability that this deviation occurs by chance. The
results reveal a statistically significant association only for loca-
tion protection (y? = 13.57, p = 0.009), indicating that participants
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Figure 6: Feature adoption from aware users who reported that privacy is Important/Very important to them. The bars show the
percentage of adoption for each feature, and annotations indicate the gap between awareness and actual adoption.
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Figure 7: Reasons for non-adoption of privacy features. The fig-
ure illustrates the reasons reported by users for not adopting
the privacy features available on fitness-tracking platforms.

who rate privacy as highly important are more likely to adopt this
feature relative to those who rate privacy as less important.

Importantly, this association reflects how strongly privacy impor-
tance predicts the likelihood of adopting a feature, and it should not
be interpreted as evidence that location protection has the highest
overall adoption rate. In fact, Figure 5a shows that location pro-
tection is not the most commonly used feature. Its prominence in
the chi-square analysis arises because users who rate privacy as
highly important adopt location protection at a disproportionately
higher rate compared to users who value privacy less, even though
its absolute adoption level remains lower than that of several other
features.

Feature Usage by Privacy Importance

o o

Features Used

L Il

Not Slightly Neutral Important Very
important important important

Figure 8: Feature Adoption by Privacy Importance. This figure
shows the number of features adopted by users, grouped
according to their reported level of privacy importance.

No significant associations were found for features such as hybrid
privacy mode (y? = 6.55, p = 0.162), block/mute controls (y* = 5.13,
p = 0.274), challenge controls (x> = 3.98, p = 0.409), or profile
visibility (x> = 3.78, p = 0.437). Taken together, these findings
show that while higher privacy concern corresponds to enabling
more features in general, only location protection exhibits a clear
statistical link between privacy importance and its adoption.

Feature Usage Correlation. Figure 10 presents the correlation
matrix of privacy feature usage across participants. Correlations
were calculated using Pearson’s correlation coefficient, which mea-
sures the linear relationship between pairs of features, ranging from
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Figure 9: Chi-Square Associations with Privacy Importance. Bars show the strength of association between privacy importance
and other variables (-log10(p-value)), with the dashed line indicating p = 0.05.

-1 (perfect negative correlation) to 1 (perfect positive correlation).
The strongest positive association appears between Profile Visibility
and Activity Visibility (r = 0.75), suggesting that users who actively
manage one form of visibility tend to configure the other as well.
Moderate correlations are also observed between Hybrid Privacy
Mode and Youth Protections (r = 0.50), and between Data Export-
Deletion and Hybrid Privacy Mode (r = 0.42). In contrast, weaker
correlations (e.g., Third Party Access Management with most other
features) indicate that certain controls are used more independently.
Overall, these results highlight that while some privacy practices
cluster together, others are adopted in a more isolated manner,
reflecting heterogeneous strategies in user privacy management.

7.5 Latent Usage Patterns

To better understand the underlying patterns in participants’ pri-
vacy feature adoption across fitness - tracking platforms, we per-
formed dimensionality reduction and clustering on usage data.

Principal Component Analysis and Clustering. To examine
patterns in how users adopt privacy features on fitness platforms,
we applied Principal Component Analysis (PCA) followed by k-
means clustering. PCA reduces the set of correlated privacy features
into independent dimensions of variation. Figure 11 plots partici-
pants along the first two principal components.

The horizontal axis (PC1) reflects overall privacy adoption: par-
ticipants further to the right use more privacy features across the
board. The vertical axis (PC2) distinguishes types of features, con-
trasting visibility controls (e.g., Profile and Activity Visibility) with
protective controls (e.g., Location Protection, Data Export/Delete,
Youth Protections). Red arrows show which features contribute
most strongly to this separation, with longer arrows indicating
stronger influence.

We then applied k-means clustering (k = 3) to the PCA-transformed
data. Each point in the plot represents a participant, color-coded
by cluster. The clusters reveal three distinct adoption profiles:

e Cluster 0 (red, n = 19, avg=0.76): High adopters who en-
gage broadly across visibility and protective features, with
Youth Protections and Location Protection especially com-
mon. Most held a Bachelor’s degree.

e Cluster 1 (blue, n = 98, avg=0.47): Moderate adopters who
selectively use protective controls such as Third-Party Ac-
cess Management, Location Protection, and Data Export/Delete.
Most reported a Master’s degree.

e Cluster 2 (green, n = 65, avg=0.08): Low adopters who
rarely engage with privacy features, though their limited
use focused on visibility settings. Most also held a Master’s
degree.

In summary, Figure 11 illustrates how overall adoption (PC1)
and feature type preferences (PC2) structure privacy behaviors
into three meaningful user groups. In our study, we also collected
demographic information on participants’ education levels to ex-
plore whether education is associated with the adoption of pri-
vacy options. However, the participant pool is largely composed of
Bachelor’s- and Master’s-level graduates, resulting in an uneven
distribution across educational levels. This skew limits our ability to
meaningfully examine the relationship between education and pri-
vacy adoption, and we therefore refrain from drawing conclusions
about the influence of education level.

7.6 Encouragement Factors

To explore what would motivate participants to adopt more privacy
features in fitness tracking platforms, we asked the open-ended
question: “What would encourage you to use/adopt more privacy
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Figure 10: Correlation matrix of privacy feature usage across participants. Correlations were computed using Pearson’s correla-
tion coefficient, with stronger positive values indicating features that tend to be configured together, and weaker correlations

indicating more independent usage patterns.

features in fitness tracking platforms?” We analyzed responses us-
ing thematic analysis [10]. This item also functioned as a simple
control question to confirm participant engagement and basic famil-
iarity with fitness-tracking platforms. Prior to coding, we removed
eight responses that contained no meaningful content, as such non-
substantive answers indicate that the respondent was not attending
to the survey or did not meaningfully engage with the question.
The remaining valid responses were then coded into higher-level
themes using a keyword-based coding scheme implemented in our
analysis pipeline, producing both annotated responses and aggre-
gate theme frequencies.

The analysis yielded seven overarching themes, which are shown
in Figure 12. The most frequently cited factor was awareness and
education (41 responses). Many participants emphasized that they
lacked sufficient knowledge of existing controls, for instance: “More
education about it and better visibility/signposting in the app” or
“Knowledge on privacy features and how to use them correctly.”

The second most prominent theme concerned risk and security
concerns (36 responses). These responses were largely reactive:
participants reported that they would enable or adopt privacy fea-
tures in response to a perceived personal threat or evidence of data
compromise (rather than proactively). Representative verbatim re-
sponses include: “If I felt there was a threat - today has taught me
more about privacy features and I have turned some more on”, “If
the risk of others knowing how active I am held a real danger to me.
Currently it does not”, and brief references to compromise such as
“Leaks?”, “Other users’ creepy behaviour” and “rumors of privacy
breach”

Ease of use (30 responses) was another key factor. Respondents
asked for simpler and more transparent settings, as illustrated by:

“Easy to understand and use” and “ easy to access within the app.”
Functionality concerns (25 responses) were also raised, with par-
ticipants noting that they would be more likely to adopt privacy
features if these did not restrict core app functionalities or com-
petitive aspects. For instance, one respondent wrote: “If the same
options/functionalities were available even with privacy”

Trust and transparency (17 responses) highlighted the impor-
tance of platforms providing explicit and reliable information about
data handling practices. Participants emphasized the need for guar-
antees that their personal data would be protected, alongside mecha-
nisms to verify authenticity and integrity. Representative responses
included: “I would be more encouraged to use privacy features
if there were greater transparency about how my data is used.”,
“Transparency about them and their impact” and “I want transpar-
ent policies and assurance that my data is secure and only shared
with my consent.”

Less frequently, participants mentioned the importance of clear
communication when downloading the application (9 responses),
such as straightforward explanations of privacy settings at the point
of app installation: “A simple explanation video of how my data
are stored, used, and sold and to give me an easy way to accept or
refuse (almost like cookies on websites).” Finally, a small number of
respondents expressed either uncertainty or indifference towards
privacy in this context (8 responses), offering short remarks such
as “Unsure” or “Not something I care about so nothing much”

Overall, the findings suggest that adoption of privacy features
depends not only on technical robustness but also on user education,
transparent communication, and designs that minimize usability
burdens.
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Figure 11: PCA plot of privacy feature adoption with KMeans clustering (k = 3). The figure demonstrates that PC1 captures
overall adoption and PC2 distinguishes between feature types; each point represents a user, colored by cluster, and red arrows

indicate the top contributing features to PC2.

8 Discussion

In this section, we interpret our findings through the lens of privacy
theory and prior HCI research, and outline their implications for
both design and future work.

8.1 Revisiting the Findings Through Privacy
Theory

In addressing Q1 (Adoption), our empirical and survey data reveal
consistently low adoption of privacy features on fitness-tracking
platforms. Only 36.4% of users set their profile to private, activity-
level controls are rarely used (2.12%), and Endpoint Privacy Zones
(EPZs) appear in just 14.52% of analyzed activities. At the same
time, one quarter of users adopt hybrid privacy configurations
(25.4%), indicating a desire to balance privacy with participation in
leaderboards.

These adoption patterns reflect a domain-specific manifestation
of the privacy paradox, where users report valuing privacy yet rarely

activate available protections [40, 56]. The privacy calculus frame-
work suggests that individuals make disclosure decisions by weigh-
ing perceived benefits against potential privacy risks. Through the
lens of the privacy calculus [18, 66, 85], users appear to view the
social and motivational benefits of public visibility, such as compe-
tition, recognition, and community engagement, as outweighing
abstract or uncertain privacy risks. Jamieson et al. [37] further
illustrate how social norms and herding behaviors shape disclo-
sure decisions even when individuals hold personal reservations, a
dynamic that aligns closely with fitness-tracking environments.
Turning to Q2 (Reasons for Non-Adoption), our findings also
resonate with research showing that privacy-control mechanisms
do not always function as intended. Sannon et al. demonstrate that
perceived informational control can paradoxically increase disclo-
sure and risky behavior [64]. Our results echo this pattern: even
users who are aware of privacy features often avoid enabling them
because doing so reduces functionality or autonomy (for example,
loss of leaderboard visibility). These functionality trade-offs high-
light how traditional information-loss framings of privacy controls
overlook broader user goals and platform-embedded incentives.
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Figure 12: Themes motivating participants to adopt more pri-
vacy features in fitness tracking platforms, with the number
of responses per theme.

Finally, the substantial gaps we observe between awareness
and adoption point to a pronounced intention-behavior gap. Even
privacy-conscious users do not consistently activate protections,
often due to usability challenges, confusing settings, or low per-
ceived necessity [9]. Together, these findings show how platform
incentives, social norms, and usable-security barriers jointly shape
privacy behavior in fitness-tracking contexts.

8.2 Why Awareness Does Not Translate Into
Adoption

While lack of awareness was the most frequently reported barrier
in our survey, awareness alone does not explain non-use. Many
respondents who understood the available settings still avoided
them due to functional trade-offs, low perceived necessity, or diffi-
culty navigating menus. These findings illustrate a usable privacy
challenge: privacy settings are fragmented, EPZ configuration is
non-transparent, and defaults favor openness [14].

Social norms further discourage adoption. Much like herding
effects documented in contact-tracing app use [37], appearing on
leaderboards or challenges shapes expectations of visibility. Users
may therefore disclose more than they intend simply to align with
perceived community norms.

These findings offer several implications for privacy and HCI
theory. First, they highlight contextual limitations of the privacy
calculus [18, 66], as the trade-offs users face are not abstract but
embedded directly in platform functionality. Consistent with San-
non et al. [64], our findings suggest that privacy models must move
beyond information-loss framing to account for autonomy, motiva-
tion, and social participation.

Second, the adoption of hybrid privacy configurations reflects an
emergent form of boundary regulation, where users actively com-
bine settings to achieve intermediate states not explicitly supported
by platforms, echoing the contextual nature of privacy boundary
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negotiation described by Palen and Dourish [59]. This mirrors obser-
vations in prior CHI work on behavioral divergence from theoretical
prediction [47].

Taken together, these findings offer several lessons for the HCI
community. They demonstrate that privacy behavior in fitness-
tracking platforms is shaped not only by individual risk-benefit
reasoning but also by the interaction design choices, defaults, and
social incentives embedded in these systems, consistent with in-
sights from usable privacy research [14]. This suggests that HCI
researchers and designers should treat privacy not as a separate set-
ting to be configured, but as an integral part of the user experience
that must coexist with social, motivational, and functional goals, in
line with prior work on contextual boundary negotiation [59]. More
broadly, our study highlights the need for HCI theories of privacy
that account for contextual incentives, boundary-regulation strate-
gies, and the persistent intention-behavior gap, a phenomenon
repeatedly documented in privacy research [9].

Finally, the observed intention-behavior gaps reinforce the need
for privacy theories that incorporate friction, defaults, and interac-
tion design as central determinants of real-world behavior.

8.3 Practical Implications: Design
Recommendations

Our findings highlight several actionable directions for improving
privacy engagement on fitness-tracking platforms. First, reducing
configuration effort by consolidating privacy menus and simplify-
ing navigation to core settings can help users more easily locate and
adjust protections. Strengthening default safeguards, such as en-
abling EPZs around home or work locations or adopting followers-
only profiles for new accounts, may also provide meaningful base-
line protection for users who do not modify settings. Platforms
could further introduce privacy-preserving competition modes that
allow participation in leaderboards or challenges without revealing
full identity or route details. Providing contextual cues at upload
time, for example warnings about potential home-location expo-
sure, may help users understand and respond to privacy risks in
the moment. Finally, clearer explanations of privacy—functionality
trade-offs can help users make informed choices about which pro-
tections to enable without undermining their engagement with
social and motivational features.

9 Conclusions

This is the first large-scale study to provide a structured overview
of privacy features across fitness-tracking platforms, highlighting
key similarities and differences. Our analysis of Strava and Garmin
Connect reveals a significant gap between the availability of privacy
controls and their actual use. A user study with 182 participants
further explores the reasons for this underutilization and identifies
factors that could encourage users to adopt these features.
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Figure 13: Logistic Regression Analysis of Privacy Feature
Adoption. The figure presents the top predictors for adoption
of each privacy feature based on logistic regression models.
Bars represent regression coefficients, with positive values
(blue) indicating predictors that increase the odds of adoption
and negative values (red) indicating predictors that decrease
the odds. Model accuracies are reported for each feature, and
only the top predictors by absolute coefficient magnitude are
shown for clarity.
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